










































COVID – 19 Contact Tracing and Applications

Duane Schell
CTO – State of North Dakota





Care19 Diary

The Care19 app that launched in April, by Gov. Doug Burgum and the 
North Dakota Department of Health (NDDoH) in partnership with 
ProudCrowd, creators of the popular Bison Tracker app, is NOW 
Care19 Diary. This application is an easy way for you to record your 
activity which will be important should you or a close companion test 
positive.

Individuals will be given a random ID number and the app will 
anonymously cache the individual’s locations throughout the day. 
Individuals are then encouraged to categorize their movement into 
different groups such as work or grocery. The app will only store the 
location of any place a person visits for 10 minutes or more, and the 
ID number of each individual contains no personal information 
besides location data.

If an individual tests positive for COVID-19, they will be given the 
opportunity to consent to provide their information to the NDDoH to 
help in contact tracing and forecasting the pandemic’s progression 
with accurate, real-time data.



Care19 Alert

Care19 Alert app uses the Bluetooth proximity technology provided 
jointly by Apple and Google Exposure Notification Systems to keep 
track of the anonymous keys (transmitted by phones near you) that a 
user encounters over time.

Care19 Alert quickly notifies you if you've likely been exposed to 
COVID-19 - empowering you to make decisions that are best for you 
and your loved ones: like seeking medical advice or staying home. 
When lots of people use the app it can help public health systems 
manage the disease and save lives by flattening the curve.

Care19 Alert is the first exposure notification app to connect with the 
National Key Server provided by the Association of Public Health 
Laboratories (APHL). Use of this server allows different states’ apps to 
communicate with each other, protecting North Dakotans when they 
are traveling across state borders or when others are visiting North 
Dakota and subsequently become COVID-19 positive.





HEALTH CARE 
INFORMATION AND 
YOUR PRIVACY BILL

December 7, 2020



HEALTH CARE INFORMATION 
Lot of information to think about. All of it is regulated by someone 
– or will be soon. Carving out HIPPO… HYPO? HIPPA? … is not really 
enough.

HIPAA – Health Insurance Portability and Accountability Act
Protected Health Information
Deidentified Health Information
Covered Entities
Business Associates 

Medical Research – this is extremely complicated
Common Rule
International Council for Harmonization



HIPAA PRIVACY RULE & PHI
HIPAA Privacy, Security, Enforcement, and Breach Notification Rules

(Cybersecurity and breach are also covered already)

“Protected health information includes all individually identifiable 
health information, including demographic data, medical histories, 
test results, insurance information, and other information used to 
identify a patient or provide healthcare services or healthcare 
coverage. ‘Protected’ means the information is protected under 
the HIPAA Privacy Rule.”

Protected Health Information is complicated and works pretty well.



WHERE THESE RULES COME FROM
National Committee for Vital and Health Statistics 

The NCVHS serves as the statutory [42 U.S.C. 242k(k)] public 
advisory body to the Secretary of Health and Human Services (HHS) 
for health data, statistics, privacy, and national health information 
policy and the Health Insurance Portability and Accountability Act 
(HIPAA).  The Committee advises the HHS Secretary, reports 
regularly to Congress on HIPAA implementation, and serves as a 
forum for interaction between HHS and interested private sector 
groups on a range of health data issues.

Subcommittee on Privacy, Confidentiality and Security 



HEALTH CARE INFORMATION POLICE 
Federal Regulators

HHS - US Office of Civil Rights does enforce
Enforcement can be onerous and scary
FTC can also 
Sometimes FDA gets involved – special circumstances

HIPAA – HITECH Act Amendments of 2009 confer enforcement 
powers to states attorney generals! Hurray! 

Medical research is regulated by FDA. Also by state departments of 
public health, public universities and institutional review boards 
(IRBs) – very scary regulator, can shut down research. 



HEALTH CARE ENTITIES TO TALK TO 
To avoid a stampede of lobbyists into your office and frustrated 
calls from Governor’s Office – do this: 

Have your staff or bill supporters reach out to the health care 
industry and ask for language. 

Doctors: state medical society
Hospitals: state hospital association
Clinics
Mental health treatment groups
Health plans
Biotech groups: PhRMA, AdvaMed, BIO, state groups



PLEASE JUST DON’T…
“Property rights” just don’t work. Will break health care

Other Issues – FR, AI, biometric, direct-to-consumer, etc
FDA is working on it

Blockchain mandates

“Fix” HIPAA – it is constantly improving. States should stay out

Don’t regulate “above” HIPAA standards. Yes you can, but that 
doesn’t mean you should.

Overly complex digital contact tracing regulation bills



THANK YOU!



































































https://www.surveymonkey.com/r/C29VX57

https://www.surveymonkey.com/r/C29VX57



